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Abstract:

Cloud computing is the model that enables service providers to deliver computing resources
over the Internet. Virtualization, pay-as-you-go model, and scalability features of cloud
computing make it to be adopted by a diversified set of organizations and individuals.
Security, in case, vendor lock-in, data lock-in, load balancing, and resource allocation are
major issues associated with cloud computing technology. In this paper, authors have
comprehensively studied cloud security issues and analyzed existing solutions to cloud

computing security.
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1. INTRODUCTION
Cloud computing is the model that enables service providers to deliver computing resources
over the Internet. Broad network access, rapid elasticity, resource pooling, and on-demand
self-service properties of cloud computing make it adopted by an enormous set of users and
businesses [1]. Software, platform, and infrastructure are the key services offered through the
cloud computing paradigm. Private, public, hybrid, and community are the four types of
cloud computing deployment models to build cloud computing infrastructure either on cloud
service provider premises or customer premises [4]. Virtualization, the minimum cost
requirement of cloud computing allows businesses to grow exponentially. Through disaster
recovery, cloud computing providers make it easy for businesses to recover from data loss
and system failures. Cloud computing providers typically offer automatic updates for their
software and services, ensuring that businesses always have access to the latest technology

without having to manually upgrade [3].
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Cloud computing faces several challenges and issues. Cloud security issue indicates that
cloud providers and users are still vulnerable to cyberattacks and data breaches. Customers
must ensure that their data is properly protected by implementing their own security measures
and protocols. Cloud computing providers must adhere to various compliance standards, such
as HIPAA and GDPR, depending on the type of data they are storing. Customers must ensure
that their cloud provider is compliant with the necessary regulations. Cloud computing is
heavily reliant on internet connectivity, and any disruptions to the network can cause service

outages or data loss [2].

Cloud computing relies on shared resources, this creates problem if other users on the same
server are utilizing too many resources. Customers must ensure that their cloud provider has a
performance monitoring system in place to prevent these issues. Vendor lock-in issue
indicates customers using a specific cloud provider may find it difficult to switch to another
provider due to proprietary technologies and formats [2]. Apart from these, there are several
cloud computing issues such as selecting proper architecture for designing large-scale and
high-performance data center networks [5], resource allocation and load balancing [6], TCP
in cast [7], MPTCP in cast [8], data lock-in where data stored at one storage site cannot be
moved to another storage site, dynamic resource provisioning [9]. Overall, these challenges
and issues must be addressed to ensure that cloud computing remains a reliable and secure
solution for businesses. In this paper, we reviewed cloud security issues and analysed a few

existing prominent security solutions available for cloud environments.

2. SECURITY ISSUES IN CLOUD COMPUTING
Cloud computing is Internet-based technology where computing resources like servers,
storage, networking, the software is provided through the Internet. These cloud resources are
the target of most security attacks [10]. Attackers employ various security attacks and have

unauthorized access to cloud resources.

Security issues in cloud computing can arise due to various reasons such as weak access
controls, inadequate data encryption, insider threats where malicious insiders can

intentionally or unintentionally cause security breaches, data breaches where cloud service
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providers may be targeted by cybercriminals who can steal data, causing serious data

breaches [11].

Virtualization security issue: Virtualization has become increasingly popular as a means of
improving hardware utilization and reducing costs in IT environments [13]. However, it also
introduces new security challenges that must be addressed. With virtualization, there is the
possibility of a breach in the hypervisor layer [11]. A compromised hypervisor results in the
theft of sensitive data or even complete system compromise. Another security issue with
virtualization is the risk of VM escape attacks, where a malicious actor exploits a
vulnerability in a virtual machine to break out of it and access the host system or other virtual
machines. This can occur due to misconfigurations or unpatched vulnerabilities in the virtual
machine's software. In addition, virtualization introduces new challenges for network
security, as virtual machines can communicate with each other and with the host system
through virtual networks [13]. This can result in increased attack surface and potential for

lateral movement by attackers within the network.

Hypervisor vulnerability: One example of a hypervisor vulnerability is a "guest-to-host
escape" vulnerability, where an attacker exploits a vulnerability in a virtual machine to break
out of it and gain access to the host system [12]. This type of vulnerability can be particularly
dangerous if the virtual machine is running untrusted code or is connected to an untrusted

network.

Injection attack: An injection attack is a type of security exploit where an attacker injects
malicious code or commands into a vulnerable application or system, with the intention of

altering its behaviour or accessing sensitive information [12].

Cross-Site Scripting (XSS): In an XSS attack, an attacker injects malicious code into a web
page that is then executed by the victim's web browser. There are two primary types of XSS
attacks: reflected XSS and stored XSS. Reflected XSS occurs when the malicious code is sent
in the request to the web server, which then reflects the code back to the user's browser as
part of the web page [13]. This can happen, for example, when the attacker sends a link to the
victim that includes the malicious code as a parameter in the URL. Stored XSS, on the other

hand, occurs when the malicious code is stored on the server and is served to all users who

Volume 8, Special Issue 7, May 2023

4th National Student Research Conference on Page No. 407
“Innovative Ideas and Invention in Computer Science & IT with its Sustainability”




Vidhyayana - ISSN 2454-8596

e / An International Multidisciplinary Peer-Reviewed E-Journal
i www.vidhyayanaejournal.org
rmll Indexed in: Crossref, ROAD & Google Scholar

view the affected page. This can happen, for example, when the attacker submits a form that
includes the malicious code, which is then stored in a database and served to other users who

view the affected page [14].

DNS poisoning: In a DNS poisoning attack, the attacker alters the DNS cache of a server or
network by sending fake DNS data or DNS queries to the target DNS server [3]. This can be
done by exploiting vulnerabilities in DNS software or by using techniques such as DNS
spoofing or DNS cache snooping to gain access to the DNS cache [7]. Once the DNS cache
has been manipulated, the attacker can redirect users to a fake website that looks identical to

the legitimate website [15].

Reliability issues in cloud computing can arise due to various reasons, such as service
outages where cloud service providers may experience outages due to technical failures,
network issues, or maintenance activities, leading to service disruptions. Data loss if data is

not backed up properly, it can be lost in case of hardware failures or other issues [12].

Scalability issues: cloud computing provides organizations with high scalability. However,
this scalability can also introduce security challenges. Scalability issues in cloud computing
can arise due to various reasons, such as lack of visibility, as the scale of cloud computing
grows, it becomes more challenging to maintain visibility into all aspects of the environment,
including security controls, configurations, and usage patterns [16]. Complexity indicates as
the number of services, users, and applications in the cloud environment grows, it becomes
increasingly complex to manage and secure them all. Third-party risks indicate that third-
party service providers’ security practices must be aligned with the organization's
requirements [2]. The attack surface grows due to the number of systems and applications in

the cloud environment grows, which increases the risk of successful attacks.

Data management issues are a critical aspect of cloud computing security. Data
management issues in cloud computing can arise due to various reasons, such as data privacy
where cloud service providers may store data in multiple locations and jurisdictions, which
can make it difficult to ensure compliance with privacy laws and regulations. Data portability
indicates that organizations store more data in the cloud, they may face challenges when

trying to migrate data between cloud providers or back to their own infrastructure [15]. Data
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access issue suggests that organizations must ensure that only authorized users have access to
sensitive data and that access controls are implemented consistently across all cloud services
[14]. Data retention issue arises as the amount of data stored in the cloud grows.
Organizations must have clear policies and procedures in place to manage data retention and

deletion and ensure compliance with legal and regulatory requirements [12].

3. EXISTING SOLUTIONS TO CLOUD SECURITY
Solutions to cloud security issues: These issues are mitigated through encryption, access
controls, monitoring and auditing, and training for employees to identify and mitigate

security risks [16].

Solutions to virtualization security issues: To address virtualization security issues,
organizations implement a comprehensive security strategy that includes secure virtualization
configurations, regular security assessments, and strong access controls [17]. It is also
important to maintain up-to-date virtualization software and virtual machines and to monitor

virtual network traffic for unusual activity [18].

Solutions to hypervisor vulnerability: To mitigate the risk of hypervisor vulnerabilities,
researchers suggested keeping the hypervisor software up to date with security patches and
following best practices for secure hypervisor configuration [16]. Additionally, access
controls should be implemented to limit access to the hypervisor to authorized users only
[14]. Regular security assessments should also be conducted to identify and remediate

potential vulnerabilities before they can be exploited by attackers [18].

Solutions to injection attacks: Cloud service providers prevent their cloud resources from
injection attacks by verifying inputs Additionally, security controls such as firewalls and IDS
can be used to detect and prevent injection attacks [19].

Solutions to XSS attacks: To prevent XSS attacks, a secure coding mechanism is
recommended by researchers to remove any potentially malicious code [19]. Web
applications can also implement measures like Content Security Policy (CSP) or input
validation to prevent the injection of malicious code into the application [19]. Additionally,
developers can use frameworks and libraries that provide built-in protection against XSS

attacks, such as automatic input validation and output encoding [18].
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Solutions to DNS poisoning attacks: To protect against DNS poisoning attacks, it is
important to implement measures such as securing DNS servers with strong passwords,
regularly updating DNS software, and implementing DNSSEC (DNS Security Extensions),
which adds digital signatures to DNS responses to verify their authenticity [18]. Additionally,
users should be cautious when entering sensitive information on websites and should verify
that the website they are visiting is legitimate by checking the URL and looking for security
indicators such as a lock icon in the browser address bar [16]. DNS poisoning attacks can be
difficult to detect, as they do not involve the theft or compromise of user data, but rather the
manipulation of network traffic. Regular monitoring of network traffic and DNS logs can
help identify signs of a DNS poisoning attack and allow for quick response and remediation
[13].

Solutions to reliability issues: To address reliability issues, cloud service providers must
implement redundancy, failover mechanisms, and disaster recovery procedures to ensure
service availability and data protection [14]. It's also important for customers to choose
reliable service providers, and to have backup and recovery plans in place to mitigate the

impact of any potential outages or data loss incidents [20].

Solutions to scalability issues: Scalability issues are mitigated by implementing security
measures that are scalable and automated, such as security automation, continuous
monitoring, and centralized security management [17]. It's also important to adopt a risk-
based approach to security, focusing on the most critical assets and data, and implementing
appropriate security controls to protect them. In addition, organizations should choose cloud
service providers that offer strong security capabilities, including access controls, encryption,
and logging, and that are transparent about their security practices and compliance with

industry standards and regulations.

Solutions to data management issues: Implement strong data governance policies and
procedures, including data classification, data access controls, data encryption, and data
retention and deletion policies [10]. Organizations should also conduct regular data security
assessments and audits to ensure compliance with regulations and industry best practices
[10]. In addition, organizations should choose cloud service providers that offer strong data

management capabilities, including data protection, data backup and recovery, and data
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portability, and that are transparent about their data management practices and compliance
with relevant regulations [10]. Cloud service providers that have achieved industry
certifications and adhere to industry best practices can also provide assurance of their data

management capabilities.

4. ANALYSIS AND DISCUSSION:
There are a variety of cloud security issues faced by cloud service providers and cloud users.
Researchers have proposed various mechanisms and suggestions to overcome challenges
associated with cloud security. Table-1 gives a summary of cloud computing issues and their
corresponding solutions proposed by researchers. An access control mechanism is considered
a robust solution to cloud security as it prevents security attacks in the first place.
Furthermore, access control mechanisms can be implemented at the physical, link, network,

transport, and application layer of the TCP/IP protocol suite.

Table-1: Cloud security issues and existing solutions

Cloud security issues Existing solutions to cloud security issue

Secure virtualization configurations

Regular security assessments

Virtualization security | Strong access controls

issue
Keeping virtualization software and virtual machines up to date
with security patches
Monitor virtual network traffic for unusual activity
Keeping the hypervisor software up to date with security patches
Hypervisor Secure hypervisor configuration
vulnerability

Access controls to limit access to the hypervisor

Regular security assessments
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Validating user input

o Sanitizing data to prevent the injection of malicious code
Injection attack

Use of security controls such as firewalls and intrusion detection

systems

Sanitizing user input to remove any potential malicious code

Content Security Policy (CSP)

Cross-Site Scripting Input validation to prevent the injection of malicious code into the

(XSS) application

Frameworks and libraries that provide built-in protection against
XSS attacks, such as automatic input validation and output

encoding

Securing DNS servers with strong passwords

Regularly updating DNS software

DNS poisoning Implementing DNSSEC (DNS Security Extensions)

Regular monitoring of network traffic

Maintaining DNS logs

Keeping redundancy

Implementing failover mechanisms
Reliability issues

Disaster recovery procedures

Regular backup and recovery plans

Scalability issues Continuous monitoring
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Centralized security management

Access controls, encryption and logging

Regular security assessments

Penetration testing

Security automation

Implementing strong data governance policies

Data management ] ] ]
' Conducting regular data security assessments and audits
issues

Strong data management capabilities

5. CONCLUSION
Cloud computing is Internet based technology. Hence as compared to load balancing,
resource allocation, vendor lock-in and incast, security is one of the major challenges for
cloud computing technology. Virtualization security, hypervisor vulnerability, injection
attack, cross-site scripting, DNS poisoning, data management are some of the important
cloud-based security issues. Researchers mitigated these cloud-based security issues by
proposing various solutions such as encryption, strong access control, regularly installing
security patches, regular security assessment, use of security controls such firewalls and
intrusion detection systems, maintaining DNS logs. Out of these, access control mechanism is
considered as robust solution to cloud security as it can be implemented at physical, link,

network, transport and application layer of TCP/IP protocol suite.
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