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Abstract

Distributed computing has revolutionized the way people use cloud resources to host and
deliver various services through the internet. The benefits of cloud resources are many, and
with the rapid development of cloud technology, it has become more accessible to users.
However, one major issue that needs attention is cloud security. Many users are still unaware
of the risks associated with cloud storage, and there is a lack of mass awareness on this issue.
As cloud technology continues to gain traction in the corporate world, clients need to be
aware of the standards of cloud utilization. However, many clients may lack knowledge about

IT security, which can be a major risk. It is crucial to measure the level of their understanding
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and develop a training framework to promote security awareness. This is where new
measurements and calculations for assessing security familiarity come in. By incorporating
emerging cloud security requirements, we can better equip corporate clients and workers with

the necessary knowledge to use cloud resources safely and securely.
Index Terms- Review, data security, cloud data hiding, security in the cloud
I. INTRODUCTION

The emergence of distributed computing has become a significant area of interest for both
academics and business. It presents users with access to web-based services, allowing them to
use different software without installing or coopting them based on their prejudice. NIST, the
National Institute of Standards and Technology, claims, On-demand network access to a
participating pool of adjustable computing offers is provided by distributed computing.
However, implementing a successful cloud strategy can be challenging, with data security
being a top priority for clients. A 2011 survey conducted by the IDC revealed that clients are
concerned about their confidential information being differently applied or moved to a
different cloud four types of data that need to be protected include usage data, sensitive
financial records, personally identifiable information, and unique device characteristics. Risks
associated with distributed computing have been categorized into legal, strategic, operational,

and technical risks, with data security identified as the most significant.

Affinity for Cloud Security has highlighted the risks associated with distributed computing
fall into thirteen main categories., with data protection being directly or indirectly linked to
five of the seven most significant threats. To enhance security, organizations and
departments worldwide have conducted research on cloud security advancement, taking into
account six perspectives, including data privacy, trust, access control, resource access control,
recovery, and separation. Ensuring security at every stage of the data life cycle, including
creation, transfer, use, sharing, storage, and destruction, is essential for building clients' trust
in distributed computing. Although the goal of distributed computing is to provide better
satisfaction and reduce clients' responsibility, security risks still exist and need to be

addressed.
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II. ORDER OF CLOUD REGISTERING

Distributed computing is an increasingly popular method of accessing services over the
internet without having to purchase or install software on personal computers. Its advantages
include multi-tenure, high scalability, flexible payment options, and asset self-provisioning.
The administrative Three categories are included in the cloud computing model: IaaS, PaaS,
and SaaS. laaS provides Internet-based, virtual computing environment computing resources
and systems administration elements, while PaaS enables developers to create applications in
various programming languages. SaaS allows clients to use internet resources hosted by
service providers, such as software and apps. Cloud computing modes of deployment that are
public, private, hybrid, and community clouds. However, public clouds deployment presents

a significant risk to information security.

While clients rely on service providers for security measures, they are also at risk of data
breaches. It is essential for service providers to put in place stringent security procedures to
safeguard client data and gain their trust. Previous reviews of security issues with cloud
computing have been limited and lacked detailed analysis. In this study, we conducted a
thorough literature review to focus about the public cloud's concern with data security

deployment for distributed enumerate
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Figure 1 Cloud Foundation for NIST
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III. METHODOLOGY

When researching computers, researchers are increasingly conducting systematic literature
reviews to examine a broad range of topics. This research work builds upon a literature
review presented in reference 24, and Figure 3 depicts the review procedure. An organised
literature review aims to deliver an extensive overview of recent writings pertinent to a
specific question. Numerous scientists have adopted these principles to contribute to the field
of software engineering. For example, previous studies such as references 25 and 26 have
used a systematic literature review process to evaluate aspects evaluation of software product
line components and software component reuse methods. The literature Three phases and 10
sub-activities make up the review process. During the first phase, researchers introduce a set

of questions to guide the review.

Que. 1 What methods are known for ensuring data security in cloud assessment?

Phase 1: Plan Review

e Specify research questions

e Develop a review protocol
e Validate review protocol

!

Phase 2: conduct Review

Identify relevant research
Select primarv studies
Assess study quality
Fxtract required data

!

Phase 3: Document review

- WrTite a review report
- W alidate report

Fig. 2: Review procedure modified from [24].
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Que 2. How have the procedures been authorized?

The first sub-activity of Stage 1 in this research study involved developing a survey protocol
that included the sources and keywords to be used. The protocol was reviewed, analyzed, and
modified by researchers before the final version was presented in Table 1. The sources used
for this study included ScienceDirect, IEEE Xplore, Google Scholar, Scopus, ACM Digital
Library, and JSTOR. The study focused on research papers published between 2007 and
2021.

Table 1. Review protocol

Year sources Key words

2007-2014 IEEE Xplore, Cloud computing,
science direct, cloud computing
Scopus, Google security, data
scholar, ACM security/data
portal digital concealment, cloud
library, IJERA, data security, cloud
1JSI data storage

In the second period of the audit, the hunt is performed by involving various questions
connected with information security in cloud processing climate. The underlying During the
second stage of the review process, a quest was carried out utilizing lively queries on data
security in cloud computing. The studies were evaluated based on certain quality criteria,
including the presence of a model, experiment, system, or guideline. Relevant data based on
the documents was collected to respond to the research inquiries. To ensure that no critical
references were missed, an additional step was taken to search the references of the selected
papers. The information gathered was combined to present the overall results. The evaluation
process's last stage involves thethe findings were analyzed and a comprehensive report was
written and approved. The systematic literature review process followed in this study was
based on established principles and protocols used in previous research studies, such as those

presented in [25, 26].
IV. RESULTS

In this section, we will be presenting the results obtained from the survey. As a way to offer a
thorough and detailed an overview of the results, table 2 has been included, which displays a

yearly summary of the number of papers published citing sources. To complement this,
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Figure 4 has also been included to visually represent the outcomes. These findings will be

presented in detail in relation to the research questions that were previously stated.

Table 2 year wise search results

Year No. of papers 18
2007 0 16 -
2008 s
1
12 4
2009 1 10 -
2010 5 8
2011 5 6 -
4
2012 8 3 .
5 2 Bl mw - =
2014 2 x
e A X S o X 5
g ¢ 2 Ny 0 o
2015 5 N & & o ) ) A
& ¥ d & < & &
< N 2 9 9 & N
2016 3 < & ¢ o 0
& & & P N N
S & & R &
2017 8 B\ S d
& & &
2018 5 ‘&Q & &
&
2019 1 Y » A\
2020 3
2021 3
o % Fig4: Frequency of papers w.r.t to sources

Que. 1 What methods are known for ensuring data security in cloud assessment?

The audit findings resulted in the proposal of recommended methods for the distributed
evaluation of intelligence security, as illustrated in Figure 5. The figure groups the results into
decoding, where the scheme text denotes the year and the number of published papers. The
survey process involved three stages, each with ten sub-activities. During the first stage, the
review was planned, research questions were specified, a survey convention was developed,
and the audit convention was validated. In the second stage, the review was conducted,
relevant studies were identified, primary studies were selected, the quality of the studies was
assessed, required data was extracted, and information was synthesized. In the third stage, the
review was documented, and the report was validated. these findings, which were

transformed into figure text using various encryption algorithms.
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Table 3 category wise results of questionl

Question category No. of papers

What approaches Encryption 14
have been
introduced to ensure | Homomorphic token | 2
data security in
cloud computing? Sobol sequence 1

Guideline 6
Harmonizing scheme | 1

Data concealment
component 1

Framework 5

Stripping Data
algorithm concealme
3% nt
componen
t
3%

Harmonizi

Sobol ng

sequence 3%
4%

Homomor

phic token

7%

Framewor
k
16%

Stripping algorithm 1

Total 31

Fig 5: Proposed approaches to ensure data
security

V. AUTHENTICATION

A The results of the show that encryption (45%) was the most widely employed technique to
ensure cloud computing data security. In order to secure a computerized signature algorithm
using RSA encryption is proposed in [27]. This algorithm employs a "hashing computation"
technique in programming to reduce a big number of lines of data into a smaller number of
lines. The message digest is then encoded using the sender's digital signature using a private
key. The sender's private key and the recipient's public key are used by the programme to
decode the digital signature into a message digest. In [28], SDES (Simplified Data
Encryption Standard) and Data Encryption Standard (DES) core elements are coupled with
the Vigenéere and Playfair cypher techniques. The "black box" is used to divide plain text into
equal portions, with 2 pieces on the right and 6 pieces on the left. These 6 pieces are further
separated into two parts, with the first two pieces representing the columns and the last four
pieces representing the rows. Finding the rows and columns will yield the relevant value. The
resulting 64-bit block is then subjected to the predominant function block, which has a fixed
block size of 64 cycles. Each of the 8 octets of the resulting Vigenére block, composed of 64

bits, is then subjected to this function.
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Finally, these components are further separated into smaller blocks. According to the
research, encryption was the strategy most frequently employed to assure the security of
cloud data, accounting for 45% of the cases studied. One proposal presented in [27]
employed an RSA-encrypted digital signature algorithm for securing cloud data. The
approach utilized a "hashing computation" technique to reduce large data collections to a
manageable amount of lines. This message digest was then encoded with the programmer's
confidential key to generate a digital signature. In [28], a method was proposed that
combined Data Encryption Standard (DES) core pieces with the Playfair and Vigenere
cipher, and cipher techniques. Another approach utilized Bilinear Diffie-Hellman in [29] for
secure key exchange, with RSA employed for data encryption. It’s allowing for secure
communication between clients and clouds without external servers. Prior to transmission to
the cloud, the client added a heading to the message information and encrypted the data. [30]
used Data security is ensured by Secure Socket Layer (SSL) 128-bit encryption. availability,
integrity, confidentiality, which could be increased to 256-bit encryption.

In [31], the client delivered the cloud-based data, and the supplier of clouds generated a
keychain, encrypted client data using the I saved the RSA algorithm.it on it’s server farm.
[32] proposed a three-layered information security model, with each layer responsible for
securing the data in the cloud. Finally, [33] utilized the RCS5 algorithm to retrieve information
from the cloud, with scrambled data conveyed to ensure that it could not be decoded even if
intercepted. In order to guarantee the safety of data in the cloud, various methods have been
proposed. Encryption has been found to be the most commonly used method, with different
techniques such as RSA-encrypted digital signature algorithm, DES basic components with
the Playfair and Vigenere encryption, Simplified Data Encryption Standard (SDES), and
techniques, Bilinear Diffie-Hellman, and RSA being utilized.

Other methods that use access control mechanisms to ensure data security include (RBE) and
Role Base Access Control. Safe distributed computing has been proposed secret sharing
utilising symmetric bivariate polynomial-based cryptography and elliptic Diffie-Hellman
(ECDH). Area-based encryption has also been suggested using client area and topographical
position, while a combination of computerized Advanced Encryption with Diffie Hellman

key exchange and signature Standard encryption computation It been suggested that secure
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cloud-based categorization of data. Another approach is three layered information security

model that has introduced to cloud-based protected data.
VI. INSTRUCTION

The safety of data stored in the cloud canensured through various approaches, as revealed by
our survey. One such approach is the use of rules, as demonstrated in [21], where rules were
employed to ensure data security. [39] presented a new cloud framework engineering method
that involved three key features, including the partition and system service providers, the
withholding of information regarding the owners of the data, and the obscuring of the data.
Another approach is the use of specialists, as described in [40], where a specialist policy was
developed to protect data in cloud architecture, utilizing three specialists, include experts in

files, authentication, and keys management specialist.

[41] provided rules for six key information technologies, including data security protection,
verification of the both exist and availability of data, reliable access management, and trusted
cloud resource access control. Finally, [42] presented rules for selecting the best encryption
algorithms based on an evaluation of four distinct encryption techniques, which can be

helpful in choosing the most suitable algorithm according to the needs of the user.
VII. SUBSTRUCTURE

To enhance data security in the cloud, several system approaches have been suggested. One
such approach is the trusted cloud system that utilises data-driven criminal investigator
method for increasing data safety. a system incorporates file-driven and information-driven
logging tools to enhance data privacy. Another approach is the multi-tenant framework that
comprises three layers, including presentation, High security for user data is provided by
business logic and data access layers. A protocol called "sec cloud" has been proposed that
combines Using a specified verifier signature, group authentication, and probabilistic
encryption, safe data storage and computing in a cloud environment testing methods. In
addition, a three-phase approach has been suggested that involves data categorization and
metadata indexing Multi-user private encryption with keyword access is used to provide total

data privacy. to keep resulting records secret from cloud service providers, and a policy to aid
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data sharing among users using metadata and encryption schemes. These system approaches

help make sure that data on the cloud is secure and private.
VIII. RESEMBLANCE TOKEN

An innovative method has been suggested to dependable and effective dynamic operations
the data blocks the cloud. method involves use of resemblance tokens with spread verification
of erasure-coded data, which allows for secure data deletion, update, and attachment. The
proposed approach builds upon a similar model proposed in [48] and employs a token
precalculation technique to achieve storage RI integration. By implementing the resemblance
token scheme, this approach addresses seven critical issues identified in [47]. The unique
features of this method make it a promising approach for enhancing data security and privacy

in the cloud.

IX. STRIPING CALCULATION, INFORMATION COVERING PART,
ORCHESTRATING, AND TOKEN PLOT.

To ensure secure retrieval of calculation data images in the cloud, a combination of
fragmentation and token schemes have been proposed. This approach addresses three critical
issues highlighted in [49]: data dissemination, data fragmentation, and image analysis.
Another data partitioning scheme was proposed in [50], consisting of Data production, data
tagging, and prediction are the three sub-parts. the evaluation of this scheme demonstrated its

effectiveness in protecting genuine user data and defending against potential attacks.

In [51], a security-preserving repository was established with a primary focus on achieving
information privacy while maintaining seamless relations within a cloud. This suggestion
approach enables owners delegate especially the chores that need a lot of computes to cloud
servers without revealing the elements of the data. Similarly, in [52], a scalable and efficient
verification protocol was proposed to discuss about computing data security. Instead of using
pseudorandom data, this approach combines token precomputation using Sobol sequences to
verify the integrity of erasure-enciphered data. The suggested design consists in three phases:

document distribution, token precomputation, as well as the challenge-response procedure.
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Que 2. How have the procedures been authorized?

Figure 6 presents the second investigation's findings. which displays various methods utilized

for validating the proposed approaches. The classes include: (1) experimentation, which

involves conducting trials (2) Comparative analysis to verify the results, which involves

comparing the suggested approach with other methods to validate the results; (3) testbed,

which involves validating the proposed approach on a testbed; (4) statistical analysis, which

involves analyzing the results using some statistical method; (5) meta-analysis, which

involves validating the results through a systematic review of existing literature; (6)

performance analysis, which involves analyzing the performance of the proposed approach

using different methods; and (7) presented strategies that lack any form of validation. Table

IV provides the order confirmation information. and Figure 6 illustrates the percentage of

each validation type. Any exact procedure is referred to as validation utilized evidence,

excluding the mere utilization of the proposed approach.

Table 4 categories wise results of question 2

Question category No. of papers

How the approaches | Experiment 10
have been validated?
No Validation 13

Comparative 3
Analysis

Meta Analysis
Test Bed
Statistical Analysis

Performance
Analysis 31

Total

statistical performance
Analysis analysis
3% 7%

test bed

comparative
analysis
10%

The investigation into whether proposed methods were validated revealed that although

47% of the cited studies suggested a method for protecting data in pall terrain, they failed to

provide any supporting evidence.
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X. CONDUCTING TESTS

Several papers from the selected ones have proposed different approaches and conducted
experiments to validate their proposed models. In one study [32], the proposed model was
tested using a cloud test system named Hadoop, which involved implementing three security
measures: message authentication code, data file arrangement, and encryption. Another study
[33] used programme in the pall landscape to verify the outcomes of the rc5 algorithm, and
the outcomes were contrasted with those of the Amazon S3 service. Microsoft Net Fabrics-
based linked networks may be built and run using Aneka. In a different study [34], the
proposed design was implemented in Java, and the outcomes shown that the efficacy of
encryption and decryption is very good and that the size of the plaintext is precisely
proportional to the size of the ciphertext. The findings also revealed that the decryption key's

size is 48 bytes, which is advantageous for drug users.

In yet another study [39], a cloud service was approach using C# Microsoft .net frame for
attestation group cooperation. According to the trial's results, the service response time
increases linearly as input textbook size is increased and data de-obfuscation does not result
in significant outflow. The performance test also revealed the impact of partitioning on data
production. The suggested technique encompassed data generation, data trailing, and data
birth. Overall, these studies have proposed various approaches and conducted experiments to
validate their proposed models, which can be helpful in securing data in the cloud

environment.
XI. RELATIVE ANALYSIS

To support the suggested approaches, 10 % of the chosen studies used comparative analysis
as a type of validation, in which the outcomes of the proposed approach are compared with
those of other approaches. In [53], a comparison study was carried out to confirm the findings
by taking into account elements like granularity, key management, and meta-information
Administration, level of verification, and secret sharing. The proposed method utilized both
trusted and an unreliable third parties. [28] outlines the suggested encryption method was
validated by comparing it with input from both Playfair and Vigenere. This comparison

helped to validate the proposed approach's results and ensure that they were accurate and
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reliable.
XII. ANALYTICAL ANALYSIS

A small percentage of the selected papers (3%) use empirical testing, meta-analysis, and
proof of concept as validation methods. For instance, in [32] and [42,52], empirical tests from
NIST are employed to verify the findings by selecting eight modern encryption schemes. A
meta-analysis of four distinct security algorithms was conducted in another research,
including RSA, Blowfish, together with DES, is shown in terms stage utilization flexibility,
limit verification type, memory requirements, and time of operation. Moreover, to support the

outcomes, a proof of concept is developed and tested.
XIII. ENDS AND FUTURE BEARING

Distributed computing has numerous benefits, such as costeffectiveness, fast data
transmission, and improved accessibility. However, several critical issues need to be
addressed, particularly with regards to data security. Numerous researchers have made
contributions to developing various solutions, which are reviewed in this paper. A literature
review of cloud computing data security is carried out, and the outcomes reveal that most
approaches rely on encryption. Out of 45 encryption methods reviewed, 71% of the results
were validated through some form of validation, with 67% of encryption strategies using trial
and error to validate the outcomes. These findings suggest that most researchers are interested

in the encryption process to improve data security in the distributed computing environment.
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